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Abstract 
The increasing use of internet leads to the expansion of electronic exchange. 
Customers are trying to take advantage of this situation in different ways. One of 
their main concerns is the lack of sufficient trust toward the other side. In other 
words, they are afraid of the probable damage of these kinds of online bargains. 
For example their potential fears of fraud. Maybe the perceived fraud is their 
greatest anxiety that hinders the continuance of their shopping. So the way the 
customers feel before entering the virtual world has a very important role in 
conveying the sense of probable existence of deception or vice versa. In this 
paper, we try to study the impact of customers‘ emotions on the perceived 
damages in online shopping in which the clients are the probable victims. Our 
statistical population in this research includes university and higher education 
members in the west of Iran (provinces of Kurdistan). The examined sample 
according to relative classification method consists of 148 persons. In order to 
study the relationship between variables, descriptive research methods & 
structural equation modeling were used. According to results, customers‘ 
sentiments have a considerable effect on the kind of perceived fraud. In this 
model negative feelings such as fear, shame, and stress have an important role in 
the intensity of technological deception. The most common non-technological 
frauds perceived by customers are online robbery; swindle & being exposed to 
compromise & willingness have the greatest role in decreasing the fear of 
victimization & increasing the tendency for online shopping. 
 
Keywords: Customers‘ emotions, online shopping, e-Fraud, Perceived damage, 
Victimization. 
 
Introduction 
 Contemporary electronic commerce involves everything from ordering "digital" content 
for immediate online consumption, to ordering conventional goods and services, to "meta" 
services to facilitate other types of electronic commerce. 
 On the institutional level, big corporations and financial institutions use the internet to 
exchange financial data to facilitate domestic and international business. Data integrity and 
security are very hot and pressing issues for electronic commerce. In 2010, the United 
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Kingdom had the biggest e-commerce market in the world when measured by the amount 
spent per capita, even higher than the USA. At the time, the internet economy in the UK 
was expected to grow by 10% between  2010 to 2015 (Robinson, 2010).   
 Amongst emerging economies, China's e-commerce presence continues to expand. 
With 384 million internet users, China's online shopping sales rose to $36.6 billion in 2009 
and one of the reasons behind the huge growth has been the improved trust level for 
shoppers. The Chinese retailers have been able to help consumers feel more comfortable 
shopping online (Olsen, 2010).e-Commerce is also expanding across the Middle East. 
Having recorded the world‘s fastest growth in internet usage between 2000 and 2009, the 
region is now home to more than 60 million internet users. Retail, travel and gaming are the 
region‘s top e-Commerce segments, in spite of difficulties such as the lack of region-wide 
legal frameworks and logistical problems in cross-border transportation (Eisingerich and 
Kretschmer, 2008). E-Commerce has become an important tool for businesses worldwide 
not only to sell to customers but also to engage them.  Although there are a number of 
definitions of e-commerce that are currently available in the literature, the discussion of e-
commerce definitions intends to give idea of our application of growth theory and deliver 
new knowledge (Ho , Kauffman 
 Liang, 2007). Zwass (2003) defines e-commerce as ‗‗the sharing of business 
information, maintaining business relationships, and conducting business transactions by 
means of telecommunications networks.‘‘ Treese and Stewart (1998) define e-commerce as 
‗‗the use of the global Internet for purchase and sale of goods and services, including 
services and support after the sale.‘‘ Kalakota (1999) defines e-commerce as ‗‗the delivery 
of information, products/services, or payments via telephone lines, computer networks or 
any other means.‘‘ They do not limit their coverage to just Internet based means. Kauffman 
and Walden (2001) emphasize ‗‗the Internet as a medium for enabling end-to-end business 
transactions.‘‘ Their definition ‗‗applies equally well in dotcom [and] Internet-only 
business settings, as well as more traditional business settings where the new channel of the 
Internet is being used alongside existing channels. Customer needs and expectations are not 
the same for all customers. Age, gender, experience, culture are all important factors. For 
example, Japanese cultural norms may lead users there to feel privacy is especially critical 
on shopping sites and emotional involvement is highly important on financial pension‘s 
sites (King and Liau, 2004). Users with more online experience focus more on the variables 
that directly influence the task, while novice users focus on understanding the information 
(Kumar et al, 2004).  
 
E-shopping 
 With the widespread use of the web, users are increasingly interfacing to, and 
interacting with, web-based applications. Among a variety of web-based application, 
electronic shopping is a fairly recent phenomenon. (Chen & Macredie 2005)  In traditional 
shopping, the interaction among users and the impression that the users of the shop. 
However ,in e-shopping the web site may be thought of as a" window" through which users 
have their initial interaction with the shop (Zhang &Von ,2002). Claim that e-shopping can 
provide an extremely high level convenience for shopping. A study by Kehoo, Pikow and 
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Rogers (1998) indicated that for about 40% of the respondent, e-shopping was their primary 
use of the web. They suggested that e-shopping had gained considerable appeal during the 
past few years. Although e-shopping provides many benefits for buyers and sellers but it 
may also have a serious economic impact (Chen & Macredie 2005).In addition ,researchers 
showed that 39% of shoppers failed in their buying attempts, because e-supermarkets needs 
to be improved.  
 "Twenty nine percent of people ,who spend more than 10 hours per week on the 
internet spend less time shopping in stores" according to the Stamford Institute For the 
Quantitative Study of Society , online consumers follow the same patterns of behavior as 
their offline  counterparts, but they do it faster ,and more thoroughly. 
 Generally, higher levels of education, income, and occupation of the head of the 
household correspond to more favorable perceptions of shopping online. Also, increased 
exposure to technology increases the probability of developing favorable attitudes towards 
new shopping channels (Bigne, 2005). Online shoppers commonly use a credit card to 
make payments. However, some systems enable users to create accounts and pay by 
alternative means, such as: 
 Billing to mobile phones and landlines, Cash on delivery (C.O.D., offered by very few 
online stores), Cheque/ Check, Debit card, Direct debit in some countries, Electronic 
money of various types, Gift cards, Postal money order, Wire transfer/delivery on payment, 
Invoice, especially popular in some markets/countries, such as Switzerland (Lopresti, 2007 
and Geena, 2010). Some sites will not accept international credit cards. Some require both 
the purchaser's billing address and shipping address to be in the same country in which the 
site does its business. Other sites allow customers from any country to send gifts anywhere. 
The financial part of a transaction might be processed in real time (for example, letting the 
consumer know their credit card was declined before they log off), or might be done later as 
part of the fulfillment process. 
 
E-Fraud 
 The rapid growth of the Internet over the past several years has been fueled mainly by 
the sharing and transferring of vast amounts of information. This comes from the increased 
use of the Internet for commercial business transactions, which gives birth to electronic 
fraud (e fraud) problems. Most business transactions are concerned with three types of 
security (Akintoye and Araoye, 2011).Numerous definitions of e-fraud have been advanced 
in the e-crimes literature. Graham (2002) defines e-fraud as ―a fraudulent behavior 
connected with computerization by which someone intends to gain dishonest advantage‖. In 
this definition e-fraud equates to, and supersedes, the term computer fraud. Some 
definitions specify e-fraud in relation to electronic commerce or the Internet such as Smith 
in which e-fraud is seen as ―any dishonest activity that involves the Internet as the target or 
means of obtaining some financial reward‖. The USA Department of Justice also defines e-
fraud in relation to the Internet. ―a fraud scheme that uses one or more components of the 
Internet - such as chat rooms, e-mail, message boards, or Web sites - to present fraudulent 
solicitations to prospective victims, to conduct fraudulent transactions, or to transmit the 
proceeds of fraud to financial institutions or to other connected with the scheme‖. (DOJ 
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2001) Alternatively, some studies define such crimes as ‗Internet fraud‘.The variations in 
the definitions of e-fraud are attributable to a number of factors such as the differing 
contexts in which e-fraud has been found to occur: for example, the definition given by the 
USA Department of Justice (DOJ, 2001) is consumer oriented. The perceived importance 
and role of the Internet / technology is other source of variation. In considering the 
underlying dimensions, domain and outcome differences as well as the differences in how 
the involvement of technology in the electronic crime is defined, numerous different 
definitions result. These variations are accommodated within the broad definition put 
forward by Graham (2002). Using the Graham‘s (2002) definition as a basis, the following 
figure provides a diagrammatic representation of the e-fraud as the intersection of E-crime 
and Fraud. 
 
The fraud’s Impacts  
 E-commerce fraud affects all parties in the payment card value chain, from the major 
card brands that sit at the top of the industry, to the billions of credit and debit cardholders 
worldwide who shop online. However, the risks and costs do not fall equally on all groups. 
This paper explores three major points of vulnerability that exist across the value chain and 
what solutions industry leaders are deploying to prevent, detect and block fraudulent 
activity in the e-commerce channel. The focus is on three use cases:  
– Protecting the integrity of transactions through risk-based authentication  
– Protecting consumers from payment card theft and related identity crimes by tokenizing 
cardholder data  
– Protecting reputable brands and their customers by shutting down phishing and 
Trojan attacks that facilitate e-commerce fraud.  Within this context, the paper 
shows how RSA‘s solutions for fraud detection and prevention increase confidence 
in online shopping by addressing critical needs across the payment card ecosystem:  
– Reducing fraud rates by evaluating transaction risk and blocking or challenging 
high-risk activities  
– Reducing the high transaction abandonment rates and lost revenue that result from a 
poor user experience  
– Reducing compliance costs by dramatically shrinking the footprint of sensitive 
payment card data in e-commerce environments 
 
Table 1. Taxonomy of the dark side of E-Frauds (Kim et al, 2011) 
Technology-centric 
Spam - Malware - Hacking - Denial of service attacks-  Phishing-  Click 
fraud-  Violation of digital property rights 
Non-technology-
centric 
Online theft  
Online scams and frauds 
 Physical harm  
Cyber bullying 
 Spreading false or private information  
Illegal online gambling 
 Aiding crime  
Other reprehensible behaviors 
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 To prevent fraud, most online auction houses implement simple reputation systems so 
that participants can evaluate potential trading partners. The reputation system used by 
eBay and Yahoo! can is a binary reputation system, which allows trading partners to leave 
positive rating or negative feedback rating about the other trader after completing a 
transaction. The received feedback affects a member‘s accumulated score and his estimated 
reputation (or credit) in the virtual society of the online auction site. Actually, each trader 
may only affect another member‘s feedback score by +1 point for each positive rating, or -1 
point for each negative rating, regardless of how many transactions he has with that 
member. Several deficiencies exist in such a simple reputation calculation method. For 
example, fraudsters can use fake personal information (or simply steal others‘ identities) to 
create multiple accounts to form a criminal syndicate. These accomplice accounts then 
initiate false trades and leave positive ratings for one another to accumulate high ratings 
during a very short period of time . In general, it is difficult to recognize a potential fraud 
through instinct only, especially if the account one is considering has a high reputation 
score. As a result, a less experienced trader can easily become a victim in spite of the 
reputation system. Therefore, researchers propose different methods of detecting online 
auction fraud to assist traders identify suspicious accounts. 
 
Table 2. Summary of the damages caused by several factors 
Loss of money To pay for defensive technology 
Loss of money To pay for defensive 
technology 
To pay for government‘s prosecution of cyber 
crooks 
Electronic theft of funds By falling victim to 
fraudsters Cost of legal action against defamer, 
cyber bully, etc. 
Lost income due to violation of property rights 
Defamation Caused by dissemination of false 
information 
Defamation Caused by dissemination of false 
information 
Invasion of privacy Caused by dissemination of 
private information 
Invasion of privacy Caused by dissemination 
of private information 
Physical harm By falling victim to pedophiles, 
child prostitution, suicide Web sites 
Physical harm By falling victim to pedophiles, 
child prostitution, suicide Web sites 
Loss of time To install and manage defensive 
Loss of time To install and manage defensive 
technology To clean up the effects of most 
types of damages To take legal action to seek 
restitution for most types of damages 
 
Mental anguish or psychological damage 
Caused by cyber bullying, and most other 
types of damages 
Increase in crime Caused by crime-aiding 
information 
Increase in crime Caused by crime-aiding 
information posted to the Internet 
 
The emotions’ of E-Customers  
 Based on our literature review, we concluded that despite the different ways to measure 
emotions, positive and negative affect are frequently employed as general emotion 
dimensions. Important nuances, however, are lost if emotions of the same valence are 
collapsed together. This paper therefore proposed a hierarchical model of consumer 
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emotions (Fig. 1) to integrate the different research streams concerning emotion content and 
structure. This model specifies emotions at three levels of generality. At the superordinate 
level, it distinguishes between positive and negative effect. At the level of basic emotions, 
we specify four positive (contentment, happiness, love, and pride) and four negative 
(sadness, fear, anger, and shame). Our empirical study provides support for the proposed 
model and suggests that the basic emotions allow for a better understanding of the 
consumers‘ feelings concerning certain food products compared to only positive and 
negative affect. Note that not in all situations this model need be used as a whole. 
Dependent on the research question, only part of the model may be used. However, even in 
such cases, the researcher can still relate his/her specific results to the broader structure of 
our emotions. This makes it easier for emotions research to cumulatively build on each 
other and to identify gaps in our knowledge. Our study has several limitations, which offer 
avenues for future research. First, we excluded two basic emotions (love and pride) from 
our empirical analysis. Future research is needed to validate the whole hierarchy of 
emotions, and to test our model on other products and services. Second, future research can 
expand the set of specific consumer emotions. Regret stems from bad decisions, whereas 
disappointment originates from disconfirmed expectancies (Zeelenberg and Pieters, 1999). 
We thus propose that regret can be positioned under the basic emotion shame, and 
disappointment under the basic emotion sadness (Zeelenberg and Pieters, 1999), but future 
research should investigate this. Third, future research can investigate whether the set of 
basic emotions has greater explanatory power than positive and negative affect. Our 
exploratory analysis indicates this, but future research should test this hypothesis. Fourth, 
we tested our emotions model in The Netherlands. The further advancement of consumer 
research as an academic discipline requires that the validity of our theories and measures 
and their degree of general validity and boundary conditions be tested in different countries. 
 
Table 3.Overview of consumer research using emotions 
 
Source: (Laros, Steenkamp & Jan-Benedict, 2005). 
 
Research Methodology 
 The present research is applied in objective and descriptive in methodology. Our 
statistical population in this research includes university and higher education members in 
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the west of Iran (provinces of Kurdistan). The examined sample according to relative 
classification method consists of 148 persons.  
 For the purpose of estimating and predicting the effect of emotion‘s e-customers on the 
damage and their feeling of fraud of each faculty member, the analysis of variance method 
has been used to assess the significance differences among the three levels of low, moderate 
and acceptable readiness. In each of the variables in which a significance level of less than 
0.05 has been obtained, there is a significant relationship between the emotional effects  
and the level of e-commerce fraud senses of the university faculty members. 
 
Table 4. Analysis of the emotion and damage effects on e-fraud. 
Variable levels 
Sum of 
squares 
Degree of 
freedom 
Mean F 
Significanc
e 
Emotions  
Between 
the Groups 
3.437 2 3.870 
8.946 0.000 Within the 
Groups 
34.040 346 0.538 
Total 37.477 348  
Perceived 
Damage  
Between 
the Groups 
8.279 2 1.114 
11.031 0.000 Within the 
Groups 
32.712 346 0.234 
Total 40.991 348  
 
The table shows that main factors have significant effect on the e-fraud of people for e-
shopping among this study. The beta coefficient obtained from regression method is shown 
for each of the factors said above: 
 
Table 5.  Pearson correlation of the variables 
V 
e-Fraud  
probability  
Perceived Damage 
Negative sense 0.632 0.253 
Positive  
Sense 
-0.354 -0.662
 
 
 For the purpose of estimating and predicting the effect of main factors on the e-fraud of 
each faculty member, the analysis of variance method has been used to assess the 
significance differences among the three levels of low, moderate and acceptable readiness. 
In each of the variables in which a significance level of less than 0.05 has been obtained, 
there is a significant relationship between the factors and the level of e-fraud of the 
university faculty members. 
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Table 6. Analysis of the main factors’ e-fraud sense of the faculty members 
Variable levels 
Sum of 
squares 
Degree of 
freedom 
Mean F Significance 
β 
Coefficient 
Negative 
affect 
Anger 
Sadness 
Fear 
shame 
Between 
the Groups 
3.430 2 2.111 
 
0.465 
 
 
0.000 
 
0.634 
Within the 
Groups 
64.082 346 1.233 
Total 67.512 348  
Positive 
affect 
Contentment 
Happiness 
Between 
the Groups 
0.112 2 4.120  
3.23
1 
 
 
0.002 
 
-0.465 Within the 
Groups 
22.172 346 1.243 
Total 22.284 348  
Damage  
Between 
the Groups 
0.136 2 2.434  
5.12
3 
 
 
0.010 
 
0.311 Within the 
Groups 
31.111 346 0.140 
Total 31.247 348  
 
 The above table shows that three main factors have significant effect on the e-fraud 
among the people under study. The beta coefficient obtained from regression method is 
shown for each of the factors said above: 
 
Table 7. The extent of effect from the variables in e-fraud in the online shopping 
E-fraud  
Technology-centric  Non-technology-centric 
0.765 0.487 
   
Discussion about the Model 
 The main model of the research has been estimated through the Structural Equation 
Model (SEM) which is a very strong multivariate analysis from the multivariate regression 
family; More exactly, an expansion of the General Leaner Model (GLM) that allows the 
researcher to test a set of regression equations simultaneously. The SEM analysis can be 
performed using two techniques: covariance structural analysis or Linear Structural 
Relations (Lisrel) and Partial Least Squares (PLS). The first technique, in which the 
analyses performed are set in the framework of structural linear relationships, is known as 
the Lisrel structural equation model. The structural equation models are composed of two 
parts: the ‗measurement model‘ and ‗structural model‘; the measurement model is meant, 
the relationships between the measured and hidden variables and also we mean by the 
structural model, only the causal relationships between the hidden variables. General 
structural model and the measurement model according to the Lisrel technique are written 
as follows: 
       
   
y
x
ε
δ
E ζ 0; COV ζ Ψ E ε 0; COV ε Θ
E δ 0; COV δ Θ
y Λ η ε
η Βη Γξ ζ
x Λ ξ δ
   
 
 
   
 
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 The Lisrel technique is a combination of two analyses: confirmatory factor analysis and 
path analysis. In this study, using Lisrel software, the relationships between the dependent 
variables (the perceived damages) and the independent variables (emotions and e-fraud) are 
examined through identification of hidden variables (intangible factors). In other words, 
this model defines that the rotated hidden variables are associated with visible variables and 
can be measured by them. As it was mentioned before, we mean by the structural model, 
only the causal relationships between hidden variables. In other words, the main goal of this 
model is discovering the both direct and indirect effects of the exogenous hidden variables, 
on the endogenous variables. Also in continuation of the work, the causal relationships of 
the study main variables are investigated using path analysis and finally, the coefficient of 
the factors affecting e-business readiness is calculated separately. 
 
 
 The study model shows that it has adequate fitness. In this model, emotions factors are 
affected by two main factors, negative (0.642) and positive senses (-0.454). This factor has 
directly effect on e-fraud probability with 0.378. The e- fraud variables so has 0.561 on the 
perceived damage.  Tech frauds compare to no-tech fears have assigned greater impact to e-
fraud probability. The main factors have a significant effect in the model. For the study 
samples have largely identical fear perception and treats.  The damage factor is affected 
0.561 by e-frauds and this relationship has significant impact in the online shopping. 
Customers explained that they are concerned about cost damage and they have least fear 
from physical damages because of lack of expansion of internet and e-shopping among 
little people. The model fitness values are shown in the table below. 
 
Table 8. Model fitness measurement in standard approximation 
 
Conclusions 
 Faculty members of the universities are considered as the most influential social 
opinion leaders in the developing countries. This will cause to progress the social capital for 
achieving development in the social cultures. In this manner we can say online shopping is 
a form of electronic commerce allowing them to directly buy goods or services from a 
seller over the internet without an intermediary service. Then there are some variables have 
AGFI GFI RMSEA P-VALUE DF CHI-SQUARE 
0.88 0.91 0.0192 0.012 13 54.897 
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directly effect on the final decision of the people.  We mentioned in the last sections that 
generally, higher levels of education, income, and occupation to more favorable perceptions 
of shopping online. Also, increased exposure to technology increases the probability of 
developing favorable attitudes towards new shopping channels. In this situation fraud and 
negative senses have bad effect in the processes of online buying. The fear of damaged by 
several factors can delete the intention of using internet facilities from the people. 
Consumers find a product of interest by visiting the website of the retailer directly or by 
searching among alternative vendors using a shopping search engine. If this web sites 
damage them it became a negative experience to future programs and intention. The 
damage factor is affected 0.561 by e-frauds and this relationship has significant impact in 
the online shopping. Customers explained that they are concerned about cost damage and 
they have least fear from physical damages because of lack of expansion of internet and e-
shopping among little people. There are not adequate researches that survey the harm of 
psychological damage from e-fraud in the web. Psychological damage can stay long time in 
users because of effecting non conscious mind in people in the next actions. The consumer 
often receives an e-mail confirmation once the transaction is complete. Less sophisticated 
stores may rely on consumers to phone or e-mail their orders. But lack of trust among the 
people can lead them to negative emotions. In this paper we have the educated people with 
high degree of university position. They felt cost damages, informational damage and 
private damage are most important that other potential harms. For better e-shopping in the 
web sites with these un-trust situations we can recommend that: These include: 
- Find consumer reviews of their experiences 
- Ensuring that there is comprehensive contact information on the website before using 
the service 
- Before buying from a new web site, evaluate the website by considering technical items 
in that such as address, probability of hacking… 
- Ensuring that the web site has acceptable privacy policy manners. For example 
consider if the site does not share private information with others without permission.  
- Make sure that the e-seller‘s address is protected with SSL (see above) when entering 
credit card information.   
- Some ways are related to the user such as using strong passwords, do not using from 
mobile shopping for long time and being online in the unnecessary times.  
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